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6— PRINCIPAL COMPONENT ANALYSIS
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index="win" OR index="virtual" OR index="web" . . aC In eS prO uce
| bucket _time span=1h 0.16 . 09
| stats values(src_ip) as ip, count as auth_attempts, th e d a ta s o
count(eval(action=="failure")) as failure,
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count(eval(action=="success"))

as success, dc(app) as count_auth_apps, values(app) as auth_apps,
dc(user) as unique_users_count, values(user) as unique_user_list,
dc(dest) as dest_count, values(dest) as dest_list, values(signature)
as signature BY src _time

| WHERE success>0

| xsFindBestConcept failure from failures_by_src_count_1h in
authentication as concept | WHERE concept="medium" OR
concept="high" OR concept="extreme"
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mean value: 935.440801027 failures
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|eval proportion=tailure/auth._attempts 4,321 unique sources o Random Forest Classification 90% of the variation in the data
) 5xPLORING THE DATA & DEFINING A USE CASE
Clustering identifies groups of events with Authentication HATS NEXT:
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tabl ts. Underlvi £ regard to other source behavior as well as a single source’s
notavie evenls. Unaerying asumption historical behavior. However, it is highly sensitive to the

is that most notable events are actua//y parameters used in clustering. Therefore exploring the
. characteristics of clusters is vital.
normal behavior

similar characteristics. Can be used to Failure <= 5,500
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failure |unique_users| signatures Z SCO —QO A natural next step in this process involves identifying times
when automated action could be taken. For example, if an

SR D W S Src
: & R - e .. ‘r | L - ,I_'-. ; o o
5 g duacdlisg s 8 srcip 1 16 (72%) userx, usery, auseraccount 1.863 event is classified as an outlier and meets various conditions
| ARl T user X was created, we might suspend a user’s account.
A user name
10l Pt i . . . . .
does not (O Machine learning can be applied to a wide range of security
exist use cases. A particular use case of interest at Starbucks is
-15 i i i i 1 i . S o . . .
15 -10 -5 0 5 10 15 using nal language processing to identify DNS

@— EVENT CLUSTERING 6— EVENT CLASSIFICATION exfltration attacks FURTURE WORK@
Kyle Estlick D Information School

UNIVERSITY of WASHINGTON

Mid-Career MSIM

Data Science | Information Security




