C:\> Actionable Evidence in the Wake of Anti-Forensic

Activity on Windows 8 Systems

Problem(s) : \> Methodology: \>

Windows 8 and Internet Explorer 10
introduce a wide range of changes that
are 1mportant to the digital forensic
community. With that, an awareness of
what evidence may remalin after anti-
forensic activity has taken place on
these new systems, and where 1t can be
found 1s imperative.

Two maln phases of
research:

. Secondary research
of prior forensic
work, legal
1ssues, exlisting
laws and
precedents.

In addition, there 1s a lack of judicial
precedent, statutory rulings, or legal
interpretations on the admissibility and
evidentiary treatment of anti-forensic
activity.

. Primary forensic
research through
experimentation.

The graphic (right)
shows our methodology
for forensic 1mage
creation.

Our work bridges these concepts to
provide practical guilidance encompassing
1ssues that arise with Windows &8
forensics, anti-forensics, and their
respective legal concerns.

Findings:\>

Key findings validated through forensic analysis:

* Artifacts persisted for all of the anti-forensic
applications 1n several locations, 1ncluding the registry,
event logs, prefetch and jump lists.

“InPrivate” browsing history can be recovered from several
locations, 1ncluding RAM and unallocated space.

Relation to legal research:

* Evidence of anti-forensic activity 1s 1ndirect and 1ts
value needs to be assessed within a larger context.
Volatile data acquired from a live system has a higher
potential to raise admissibility concerns.

Unique Regustry Keys Per Application

< Chart showing
counts of registry
keys found i1n Image
Variant 2 for each of
the anti-forensic
applications used.
These are keys that
persisted after
uninstalling the
respective
applications.
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Image Variant 2 — Anti-Forensic Utilities

Use CCleaner and Privazer to further
wipe evidence of user activity

-

Use IE's “InPrivate” browsing to
download anti-forensic programs

Changes to WebCachev01l.dat Containers
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Uninstall anti-forensic programs
and use Eraser to securely delete
remaining traces
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< Spreadsheet showing counts of records in the
WebCacheV01l.dat “Containers” for each image.
Yellow 1ndicates counts that were diminished
from one 1mage to the next while red 1ndicates
containers which were entirely deleted.

Conclusions and Beyond:\>

Common attempts to “cover one’s tracks”
online are not very effective. Clearing
browsing data, using “InPrivate”
browsing, and executing applications
designed to remove such evidence all
fail at thoroughly doing so.

Evidence of anti-forensics may be used
1n court as evidence that the actor
intended to commit the original charges.
It can also be used as evidence for
additional charges—obstruction of
justilice particularly-based on the anti-
forensic acts.

Moving forward, 1t will be 1mportant to
establish a formal set of overarching
standards for the field of digital
forensics. We should strive towards a
framework based on legal requirements,
which enumerates both industry and
process standards for application
developers and investigators.
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