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Federal regulation (SOX) 
requires publicly traded 
companies to conduct 
periodic 
to ensure access rights align 
with authorized employees' 
roles and responsibilities.  



user access reviews 

Background



The current quarterly user 
access review process 
involves manual,

 labor with 
scattered data. 




 time-
consuming

Problem



Our objective is to 
 This is to increase 

accuracy, decrease security risks, and 
reduce manual labor.

streamline the user 
access review process.

Objective



Phase 1 

Development 



Previous Work

 Integration between the in-scope 
systems and Smartsheet portal

 Access Request Automatio
 Saving 1400 billable hours/quarter



Pain Points
Manual Identity Access Process

Pre-automated system, the Identity Access  Management 
(IAM) process involved excessive manual effort,  including 
filtering evidence sheets and importing data for QUAR. 
This process was prone to  errors and inefficient.

Inefficient Account Review Process

Without a streamlined flagging system based on 
researched parameters,  identifying which accounts 
needed to be reviewed regularly would have  been a 
challenging and potentially subjective task. 

Time Intensive

Manual IAM processes require significant human 
resources. These repetitive and time-consuming tasks 
detracts  from focusing on higher-value activities, such as  
strategic planning or improving security protocols.



Solution Implementation

Automated Access Review Sheets

KPI Tracking 

Enhanced the Python script to automatically 
create user access review sheets and 
implement flagging to remove inactive, non-
privileged and service accounts. 

 ~2000 total accounts removed 
this quarte

 600 billable hours of labor saved  / 
FY



Flagging Non Privileged 
Accounts

Evidence Sheet

QUAR Sheet

Row Attachment



Flagging Service Accounts

QUAR Sheet

Row Attachment

Evidence Sheet



 Automated workflows reduce 
manual effor

 Reduce risk of unauthorized 
acces

 Improved accuracy of user 
access data

Streamlined Reviews The 
Benefits



Phase 2

User Experience



User Access Review Process

Populate QUAR/

Reviewer’s Sheet

Notify Managers 

to Review

Comment Any 

Required Changes

Approve or Deny


Entitlements

Assess User 

Validity



Pain Points
Resource Intensive
Current process requires significant manpower and 
managerial oversight

Lack of Understanding 
Reviewers are required to understand the roles /
entitlements they are reviewing without resources

Security Risks
Manual efforts and incompetence may lead to incomplete 
or inaccurate reviews



Solution Implementation

Centralized Data Dictionary

We interviewed all system owners in scope for 
SOX and  created a  data dictionary defining all 
user access and their risks  so managers can 
understand  what their reviewing at a glance.



Before
Uncategorized systems with no 
definitions or risk levels led to 
uninformed decision making. 

After
Definitions and risk levels are 
included. Color coded for fast 
info at a glance. 



 Increase manager’s comprehension of 
system access and risks. 

 Facilitates quicker audits with readily 
accessible data.

 Improves communication and 
collaboration between teams.

Improved efficiency The 
Benefits



Phase 3

Outcomes



Our solution has improved compliance 
efforts, optimizing access reviews and 
centralizing entitlement management, 
resulting in decreased cost and security  
risks.

I M P A C T



Future Opportunities

Further Automation

Utilizing NLP to securely 
assist system owners.

System UX Writing

Enhancing system 
comprehensibility. 

Robust Notifications

Iterating upon internal IT 
notification systems.
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