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Abstract. Humanitarian organizations frequently do not fully address the implications
of collecting, storing, and using data about vulnerable populations. We propose a con-
ceptual framework for Humanitarian Information Activities (HIA), especially in the
context of undocumented migration. We examine this framework in the light of both
a survey of the literature and a pilot study that examines HIA activities in three distinct
contexts: 1) higher education institutions that provide support to undocumented stu-
dents, 2) non-profit organizations that provide legal support to undocumented immi-
grants, and 3) humanitarian organizations assisting undocumented migrants near the
US-Mexico border. We discuss both technological and human risks in HIA, the limi-
tations of privacy self-management, and the need for clear privacy-related guidelines
for HIA. We conclude suggesting guidelines to strengthen the privacy protection of-
fered to vulnerable populations by humanitarian organizations in the context of irreg-
ular migration.
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1 Introduction

Migration and privacy crises are central topics of public discourse today, but they are only
recently starting to be addressed together [1]. The growing and continuing displacement
and transnational migration of millions of people around the world has been met with in-
creased surveillance and “datafication of migration” by a variety of actors [2], [3]. Because
migrants, humanitarian organizations, and governments are increasingly using digital tech-
nologies to facilitate, support, or regulate migration, migrants are increasingly leaving “dig-
ital traces of their migration” [3], [4]. Governmental institutions and humanitarian organi-
zations are utilizing a variety of information and communication technologies (ICTs) as
part of migration-related operations without any widely accepted approach for ensuring that
human rights are respected throughout these information-rich activities [5].

In the context of humanitarian organizations, all “activities and programs which may
include the collection, storage, processing, analysis, further use, transmission, and public
release of data and other forms of information by humanitarian actors and/or affected com-
munities” are defined by Greenwood et al. [5, p. 5] as Humanitarian Information Activities
(HIA). Although humanitarian organizations often focus on helping migrants during times
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of personal crisis, they frequently overlook the additional vulnerabilities and unintended
risks that the careless collection, storage, and use of personal information about migrants
can cause. This can happen at the macro level, due to the general datafication of migration,
or at the micro level (for example, during intake interviews at migrant shelters or legal-aid
centers). In the humanitarian sector, these HIA-related activities are often pursued as forms
of surveillance as care [6, pp. 33-34], [7].

ICTs can help organizations make their work more efficient and effective, and they can
help the populations they serve by providing them access to relevant information and ser-
vices. However, the use of ICTs also involves data- and privacy-related risks, as electronic
data can be subjected to security breakages, leaks, hacks, inadvertent disclosure, and dis-
closure through legal processes (e.g., subpoenas, court orders). In certain cases, the inad-
vertent or malicious exposure of personal data can significantly exacerbate the risks for
particularly vulnerable populations. In the case of undocumented migrants, disclosure of
sensitive information and documents may expose them to detention, deportation, and other
forms of physical and psychological violence. Nevertheless, the efforts organizations are
making to protect the personal information of the individuals they serve, and the remaining
risks related to their HIA have not been widely investigated in academic research.

The recommendations we propose echo the approach of the European Union’s General
Data Protection Regulation (GDPR), which now imposes significant legal obligations on
humanitarian organizations to comply with strict data protection rules [7], [8].

The remainder of the paper is organized as follows: first, we briefly review related work
in scholarly literature on humanitarian action related to migration and HIA. Second, we
present the methodology for our work. Third, we discuss the review of the literature in
contrast to the interviews. Finally, we conclude with a proposed framework and recommen-
dations to strengthen the privacy protections in HIA-related work by humanitarian organi-
zations serving undocumented migrants and other vulnerable populations.

2 HIA-related risks and humanitarian intervention

Humanitarian organizations provide humanitarian assistance for populations that are par-
ticularly vulnerable and deprived of their human rights. This includes humanitarian organ-
izations that work with undocumented migrants in the US. When migrants arrive in the US
fleeing from violence, climate change-related disasters, or lack of opportunities in their
home countries, they frequently cross the border without authorization. They are labeled as
“illegal aliens” and, as undocumented people in the country, they have almost no legal path
to legalize their situation: they have limited rights, limited possibilities to appeal when
abused, and limited legal access to basic societal services, such as education, healthcare,
and the formal job market [9]-[11]. They are mostly doomed to live abjected lives [9] and
in a “state of exception” [12].

For humanitarian organizations working with undocumented immigrants, coordinating
humanitarian relief presents many challenges, many of which are rooted in lack of funding,



conflicting organizational goals, professional and organizational status hierarchies, and the
tendency of individual organizations to maximize their own autonomy [13]. They fre-
quently do not prioritize the protection of information and privacy rights of the populations
they serve. Greenwood et. al [5] point to a disconnect between theory and practice to effec-
tively alleviate humanitarian organizations’ HIA-related risks in an exhaustive and coordi-
nated manner, showing how HIA conducted through the use of ICTs may cause harm and
violate the basic human rights of the vulnerable populations the organizations are assisting.
These issues tend to exacerbate the vulnerability of undocumented migrants, whose status
already places them at risk.

There is a striking lack of generally accepted protocols and measures in place to ensure
the privacy and protection of vulnerable people within the humanitarian space: for example,
while the Signal Code promulgated by the Harvard Humanitarian Initiative offers “guidance
on articulating the human rights relating to information and data” [5, p. 9], specifically ad-
dressing HIA, the commonly used Core Humanitarian Standard on Quality and Accounta-
bility [14] does not address privacy protections or on the implications of privacy disclosures
as part of its standards. Furthermore, both frameworks are addressed to organizations work-
ing with populations affected by short-term crises but fail to include the specific challenges
of dealing with people such as undocumented migrants or refugees, whose crises are usually
more long-term.

3 Methodology

In the fall of 2017, we conducted a small set of interviews (n=9) with staff and volunteers
of humanitarian organizations working with undocumented migrants in the US, in order to
assess their awareness and practices regarding the protection of information and privacy of
the people they serve. We interviewed five staff members in different roles from four dif-
ferent advocacy groups, and four from two higher education institutions on the US West
Coast. Interviewees included executive directors, coordinators, legal advisors and Infor-
mation Technology department directors. We identified three emerging themes in the liter-
ature review, and used these to code and analyze the interviews using a double content
analysis process: a first bottom-up phase aimed to identify thematic areas and recurrent
topics with the help of qualitative analysis software Dedoose; and a second phase including
a top-down approach, moving from the first thematic areas identified to a structure reflect-
ing the three themes emerging from the literature review. Finally, we collected admissions
and enrollment forms, flyers, web sites, videos, and online forms, and observed social media
pages with the aim to better understand the practices of the organizations involved.

This is an exploratory study of a novel topic. The sample size is small, so it is not neces-
sarily representative of all HIA practices, but it offers valuable insight for future work in
this area. We report the results of the interviews using aggregate organizational personas,
to protect our interviewees’ privacy and the organizations’ operations. Thus, “University of
Nepantla” will represent the persona for the for the two higher education institutions, and



“La Resaca” the aggregate organizational persona for the four interviewed advocacy
groups.

4 HIA in theory: A review of the literature on HIA

Our review of the literature identified three key trends related to HIA-related risks and dif-
ferent levels of awareness and security practices connected to them. First, risks are related
to both technology (inadequate or low-quality security systems, poor routine maintenance
practices, loose internal controls, and an underutilization of necessary protection tools and
services) and human behavior (improper training amongst organizations, poor onboarding
and offboarding practices, limited knowledge resources available to the organization, and
even poorly engaged staff). Second, there is a lack of clear guidelines (reflecting a corre-
sponding need to implement them) on how to deal with data and information. Finally, or-
ganizations need to develop strategies that go beyond the logic of privacy self-management.
The following sections discuss these three trends in relation to related work in the special-
ized literature.

4.1  HIA-related risks involve both technology and people

One of the primary issues that organizations engaging with technology must deal with is
data security. The risk of data breakages, hacks, and leaks are a reality not only in the cor-
porate and governmental worlds. In the wake of cybercrime attacks, cyber-warfare, and
with more (and more sophisticated) interception and surveillance technology available to
governments, the United Nations Office for the Coordination of Humanitarian Affairs
(OCHA) has been vocal about concerns for humanitarian organizations’ data systems and
online activity [15]. Often, the inability of humanitarian organizations to introduce proper
safeguards is tied to limited resources, and this is particularly true for smaller humanitarian
organizations operating only at a local level. The costs of complex security technologies
and properly trained personnel are often difficult for these organizations to afford or justify.
Risks to the information privacy of vulnerable populations can also be increased by human
factors (e.g., negligently handling information, whether willfully or not). Internal controls
and plans to improve workers’ knowledge and best practices are necessary but often missing
[16].

4.2 Clear guidelines for HIA are needed, especially in the context of migration

Greenwood et. al [5, p. 61] state that there are “gaps in international humanitarian and hu-
man rights law and standards around humanitarian information activities.” Based on the
idea that information is a basic “humanitarian need,” they advocate for the adoption of
“minimum ethical and technical standards for HIA, grounded in an accepted foundation of
human rights standards and international law” [5, p. 5]. They identify five rights of all peo-
ple related to HIA based on three criteria: (i) they fit in with existing declarations, laws or



conventions relevant to human rights; (ii) they apply to all people independently of tech-
nology, and (iii) they reinforce and translate existing rights into the specific context of HIA.
These five rights are: Right to Information, Right to Protection from threats and harms,
Right to Privacy and Security, Right to Data Agency, and Right to Redress and Rectification
[5, p. 13]. Each one of these rights also applies to the protection of migrants, and especially
the most vulnerable (asylum seekers, refugees, or irregular and undocumented migrants).

Current approaches to data protection within HIA are insufficient, as no comprehensive
doctrine guiding the execution of HIA in accordance with ethical codes of conduct, rules,
laws, or policies exists [17], [18], nor are accountability measures and auditing entities in
place—even the European Union’s pioneering protection of “data subjects” under the Gen-
eral Data Protection Regulation (GDPR) [19, Para. 4] suffers from limitations in this regard
(e.g., its jurisdiction is limited to EU member states).

4.3  Privacy self-management is not enough

Privacy self-management rests on the idea that individuals need to control access to, as well
as the use and retention of, their personal data through choosing to consent or not to privacy-
related terms, conditions, and agreements. Privacy self-management promotes a notion of
an informed user being able to make decisions about giving or withholding consent to the
collection, use, and disclosure of personal data, including short and long-term consequences
of such consent, in their best self-interest [20].

Although privacy self-management might resonate with the idea of empowering people
to make their own choices, scholars recognize that its use is problematic and has been
pushed “beyond its limits” [20, p. 1903]. Solove [20] identifies a number of cognitive and
structural problems that fault privacy self-management, which prevent people’s ability to
truly weigh the costs and benefits of consenting.

5 HIA in practice: Interviews with staff and volunteers

In this section, we present the results of interviews in the form of narratives of organiza-
tional personas, which aggregate the findings and protect the identity of the informants.

5.1 HIA-related risks involve both technology and people

University of Nepantla: The “University of Nepantla” prohibits ICE from entering campus
to conduct immigration raids or locate undocumented students. Sensitive personal infor-
mation at the university is stored on a secure multi-authentication system server which gives
many students peace of mind. A closer audit of the security and authentication of the infor-
mation systems in use, and of the staff training for awareness and compliance with privacy
and security protocols, though, could help strengthen the HIA-related practices of the uni-
versity. The institution leverages technology to safeguard undocumented students who at-
tend widely photographed events (where the risk that photos might be published and tagged



on social media is heightened). They have a low-tech method of helping students to avoid
cameras if they want, consisting of providing large wearable stickers as a signal that they
wish to not be photographed. This system is not infallible, and a coordinator makes sure to
check photos that are posted online.

La Resaca: Organizers at the non-profit organization “La Resaca” regret that they don’t
have enough funding to implement highly secure information systems. “La Resaca” is a
small organization and cannot afford to have as much internal staffing dedicated exclusively
to creating, securing, and maintaining their servers as some larger organizations. Thus, they
rely primarily on volunteer labor, free online services and document management systems,
and basic (if any) encryption protections. Third-party services often manage and store their
databases to guarantee the data is secured. Third-party organizations are also responsible
for addressing any security problems that arise. However, the privacy policies of these or-
ganizations are mostly not questioned by “La Resaca.” “La Resaca” has considered moving
their sensitive data to overseas servers, where information would be stored beyond the ju-
risdiction of the US government, and to formulate other strategies for improving data secu-
rity.

“La Resaca” generally uses both paper and electronic methods to collect and store data.
This is usually determined by client preferences, the affordability of technologies available
to them, and staff expertise. Information that requires high levels of accuracy, such as any-
thing related to people’s legal status, is usually duplicated in both electronic and paper files.
The organization normally decides to convert the paper documents into electronic form only
when they are sure that they will continue working with a person. Otherwise, the initial
information is collected only on paper and then shredded. The organization is reluctant to
choose one way of storing data over the other.

5.2  Clear guidelines for HIA are needed, especially in the context of migration

Protections at University of Nepantla: At the “University of Nepantla,” staff members
are aware of the possibility of unwilling disclosure of sensitive information, either because
of failure of technologies used within the organization or because of human errors and ob-
liviousness in evaluating information disclosure. Obliviousness, in some cases, includes
misunderstanding the privacy laws (e.g., FERPA) to which institutions are required to ad-
here. Only higher-ranking staff members, in fact, do receive training on FERPA and in
privacy and security. According to our data, staff members who did not receive any training
usually err on the side of caution and mention letting the students themselves be the ones
who actively protect their own security. Also, members of the staff usually rely on previous
personal knowledge and self-training to compensate for the lack of formal on-the-job data
protection training. Similarly, no structured training is set up when dealing with student
volunteers that help manage services.

Protections at La Resaca: Legal standards affect the work of non-profits like “La
Resaca.” However, non-profits normally do not have concrete sets of privacy standards or



provide privacy-related training to their employees and volunteers. Staff members usually
provide answers to questions that arise organically in their work, based on the unique needs
of their clients. Occasionally, they might invite speakers to present about specific privacy
issues that arise in their work.

5.3  Privacy self-management is not enough

Most of the organizations in our study discussed giving the undocumented individuals the
agency to decide regarding their own privacy. Supporting entities and departments at the
“University of Nepantla” mostly leave it up to the students themselves to disclose their
undocumented status, except when it comes to matters of tuition and financial aid. In very
few cases, Facebook groups hosted by the institution are closed to outsiders, and access is
restricted to verified students that participate in in-person activities; the group moderator
emphasizes the importance of privacy settings and behaviors, but ultimately, each student
manages their own online presence, privacy settings and self-disclosure.

However, staff at all the organizations we spoke with declared that it is a priority for
them to respond to any privacy concerns their clients had by explaining the way they do
address privacy issues. For example, at the “University of Nepantla,” staff explain the se-
curity protocols that are in place and the institutional obligations to each student individu-
ally. “La Resaca” works in a similar fashion. Lawyers and staff members dedicate time to
their clients to make sure they understand what they are agreeing to, as well as the measures
they can take if their confidentiality is not respected.

6 Discussion and recommendations

Humanitarian organizations may not be doing enough to protect the information privacy of
vulnerable populations in the context of irregular migration, and they may lack solid,
agreed-upon best practices to draw from. Humanitarian organizations frequently fail to ad-
dress both the technical and human-factor risks presented by even the most basic infor-
mation systems they use to collect, process, and store information about vulnerable popu-
lations. They employ no clear and commonly accepted guidelines for protection of infor-
mation of vulnerable populations. This might have several possible different consequences
for how data will be handled in the case of requests from external entities, which include
the disclosure of sensitive information inadvertently by untrained staff members and vol-
unteers. Furthermore, there are no entities in charge of promoting and holding organizations
accountable for their information practices, especially in the context of irregular transna-
tional migration. Well-known guidelines for HIA-related accountability [5][14] were not
widely known within or adopted by the organizations we studied. Even though these guide-
lines fail to explicitly address information privacy and data security, they do provide stand-
ards for HIA which organizations did not, however, adopt.

Based on this analysis, we suggest the HIA Privacy Guidelines (summarized in Table
1, below) to strengthen the privacy protection by humanitarian organizations working in the



context of irregular migration. These guidelines invite humanitarian organizations to collect
as little personal information as possible to conduct their work, to better protect such infor-
mation from technical and human risks of disclosure, to train their staff and volunteers in
secure data collection and management, to work with other organizations that share in these
basic privacy principles for HIA, and to make sure they provide their services even to those
individuals that might decide to opt-out from complying and sharing information about
themselves, either digitally or at all. These recommendations also clearly outline possible
areas for future collaboration between humanitarian organizations, academic researchers,
and technologists. Future work needs to test and refine these proposed guidelines.

Table 1. Privacy Guidelines for Humanitarian Information Activities (HIA)

HIA Privacy Guidelines

Guidelines to strengthen privacy protections in the context of irregular migration.

PRUDENCE:
Collect as little information as possible

PROTECTION:
Secure the information you do need to collect and store

TRAINING:
Make sure volunteers and staff are aware and trained on privacy protection; help your users be more privacy
aware

SHARE ALIKE:
Work with collaborators and partners who share your concern

NON-DISCRIMINATION:
Offer services to all, including those who do not want to share their personal information

The mass forced migration of people around the world has become a particularly difficult
challenge of our time. Due to the significant risks potentially imposed on these vulnerable
populations through the collection, analysis, and dissemination of personal (or personally-
identifiable) information, humanitarian organizations must take responsibility for the im-
plications of the data they collect about their intended beneficiaries. Otherwise, the best
intentions of humanitarian organizations may well exacerbate the vulnerability of the very
populations they intend to serve. Information is like toothpaste: once it is out of the tube, it
is almost impaossible to get it back in.
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